Inkry

NHCTPYKLMA MO YCTAaHOBKE M HACTPOMNKeE peLleHusd

2023



MHCTPYKLUMSA MO YCTAaHOBKE M HACTPOMKe peLleHns

OrNABJIEHUE
1 WA | (O N N 12 SR 4
B2 2 1T L 1 | 5
S @] 1 1T | I ot 6
4  UHTEMPUPYEMDBIE CUCTEMDI ...ttt et e e ee e ee e eae e e es e e e eeeeae 7
5 TEXHUUECKUE TPEBOBAHWUSA ...ttt me e s s e e 8
5.1 TPEBOBAHUA K OBOPYAOBAHMID ...ciieiieriiresrer sttt sa e sn e sn e nn e enenas 8
5.2 TPEBOBAHUS K MPOTPAMMHOMY OBECTIEUEHMID ...ceueeeaereereereereseeseeeesesseseesesssssssesssssesssssssssssssssessssnseneens 8
6 YCTAHOBKA KOMITOHEHTOB ...t e e e me e s e e mn s 9
LS R 0 7 I OO 9
6.2 INTRY FILES ottt e bt E e e et e bt e bt neep e nnen s 9
6.3 INTRY SSO ettt ese st s s s s se e sees SRR bR st s e R s e nts 10
B.4  INTRY AP et h et R e R e R R e R R e R e Rt e e r e nnen s n
B.5  INTRY Ul ettt ettt bbb bt ee bbb e AR e e A b e et e e b e st e bbb et s e b nnes 12
LG T 1 110 SOOI 12
6.7 INTRY JOBS euiuieeereireereereeeeseeeeseesetsesssse s essssessesessessse et sessesessesssssesseseesessessssseseesassessssnssssssesessessssnssnsssesessessesnssnses 13
7 HACTPOMKA TTAPAMETPOB.......oceeeeeceeeceeeeeaseessssasessasssasessasssasessasssasessasssasessasssasessasasasssssssases 14
7.1 HACTPOWMKA INTRY SSO (KEYCLOAK) ieriureerereiriereeseseeneeeessesessssessesssssssssssssesssssssssssssassessessssssssssssessesnssnsens 14
7.2 HACTPOMKA LLTTHO3A (NGINX)uiioiiereeeeeeeesesessessessessessessessessessessssssssessessssssssssssssssssssssssssssssssssssssessessssssssssses 27
7.3 HACTPOWKA INTRY FILES (MINIO) .oiiirieriereeeeireireinesecse s tsstsesseseese st ssssssesss st essesssssssssssssessessessssnsens 27
A A N (o X Vs F= 1 1 I o= = = T 27
VA2 O X )i = Ia 1 [=3 s 110X 1=Y M (o Xou 1Y/ i = FO 28
CnnCoK TABNL,
TABUUA T OCHOBHBIE KOMIMOHEHTBI INTRY wouiuiuitterieeeseesseseesessesseseessesssssssesssssssssssssssessessssssssssessessssnsssssessessessesnnens 6
TABIINUA 2 VIHTETPUPYEMDBIE CUCTEMDI . utiitereuieresieseesesseseesessesesesessesesesessesesessssesesesssassesessssssessssssssenssssssessssssesensnns 7
TABMUA 3 TPEBOBAHUS K OBOPYLOBAHUEIO.....euieeereeeereessesetsessesseseessesssssssssesssssssssssssessessssssssssassesssssssssessessessssnsens 8
TABIMUA 4 TPEBOBAHUA K TTPOFPAMMHOMY OBECTTEUEHMID .cvtieiiresieteseseseeiesese e sssse e snenenens 8
CnncokK NantoCTPALIUA
PUCYHOK 1 CO3OAHUE REALM (OKPYMKEHMS) couveieeeirreseessensssesesssessesssssssssessssssssssssssssesssssssssssssessessssssssssessessessssnnes 14
Iﬂtrg CtpaHunua 2 n3 30



MHCTPYKLUMSA MO YCTAaHOBKE M HACTPOMKe peLleHns

PUCYHOK 2 CTPAHULA CO3OAHUA REALM (OKPYMEHUS) ueeirieeeitiectecieeseesressesseessessesssesssessessssssssssessssssessessnenns 15
PUCYHOK 3 CTPAHMLA CO3OAHHOMO REALM .ttt teteesesteesese s sssesesassesssssessasesssssssssnssssssssnsssssesensssssessnens 15
PNCYHOK 4 CMUCOK KIIMEHTOB [JTA REALM INTRY Loiiiiiiiiisesesesiestesiesesesse e ssesesse s e sse e ssessessessessessssssssssssssenns 16
PUCYHOK 5 CO30AHME KNIMEHTA INTRY_SPA B REALM INTRY (CTP 1) soecteireeecrerereeeesesee e s esee s sssenesessenes 16
PUCYHOK 6 CO30AHVE KITMEHTA INTRY_SPA B REALM INTRY (CTP 2) wiiieciecreceesteeireeeesteeseeseessessesseesseesessnenns 17
PUCYHOK 7 CO30AHME KIMEHTA INTRY_SPA B REALM INTRY (CTP 3).uiiiieecceirereeeeresesssseesesssseesessssenesessessnens 18
PNCYHOK 8 CTPAHULA PEOAKTUPOBAHMA CO3OAHHOTO KIIMEHTA INTRY_SPA oo eee s 19
PUCYHOK Q CTPAHMLA CLIENT SCOPES ..vtirtrertereresestesessesessessssssssssessssssessssssssesessssssessssssssessssssssessnsssssessssssssesesssssens 20
PNCYHOK 10 CTPAHWMLIA CO3LOAHUA CLIENT SCOPE ...iiiiiiiiestisestestesiessesressessesessessessessesseesessessessessessesssssesssssesssnsens 20
PNCYHOK 11 CTPAHUMLIA CMUCKA CLIENT SCOPES MOC/IE CO3OAHUA INTRY _APLciiicieereeeseseseeeeeeeeeseens 21
PUCYHOK 12 CTPAHMUA CLIENT SCOPE INTRY _API cutctsietereisesteseeseseesesssssesssssssesesssssssssssssssesssesssesssssssesessnsssssessens 21
PNCYHOK 13 CTPAHWLIA BEIBOPA TUMA KOHOUTYPUPOBAHUUSA NS CLIENT SCOPE INTRY_APl...ccccveeenne 22
PUCYHOK 14 CTPAHNUA KOH®UTYPUPOBAHMNS MPUBA3KM AUDIENCE 019 CLIENT SCOPE INTRY_API......22
PNCYHOK 15 [JOBABJIEHME SCOPE INTRY_API B KJTMEHT INTRY_SPA (PUC 1) ciiiiecececeeeees s 23
PUCYHOK 16 JOBABNEHME SCOPE INTRY_API B KIIMEHT INTRY_SPA (PUC 2) cuooieeeeeirereeseseseeeesesaessenesassenes 23
PUCYHOK 17 JOBABEHHBIN SCOPE B CTIUCKE .uviviieteeeeresteestesestessssessessssesessessssessessssessssessssessessssessesessssessssensensases 24
PUCYHOK 18 CO30AHME NOOKMOUEHUA K ACTIVE DIRECTORY woviicieeierisieeresesetesesessessessssssenesssssssssssssssssssenses 24
PUCYHOK 19 CTPAHNUA HACTPOWKM LDAP NOAKITKOUEHUA (UACTET) i esesseesesnens 25
PUCYHOK 20 CTPAHMUA HACTPONKM LDAP NOOKTIOUEHNS (UACTB2 ) cuiiieeerereerereeseesesseseessssssssesssssseseessens 26
PUCYHOK 21 JOBABNEHBLIE LDAP NOOKIIOUYEHNS B ®EAEPALINN MOSIB3OBATESEM c.veeeeeveeereee e 26
PUCYHOK 22 CTPAHULA CO3LAHMTA BAKETA cuitrerteteerertetesessssesesessessesessssssesessssssessssssssesessssssesessssssesssssssessssnsssesanes 27
PUNCYHOK 23 CTPAHMLA CO3AAHHOTO BAKETA ciiiiiisteetestestestestestessestestestessessessessessessessesssssesssssessessessssssssssssssssenns 28
PUCYHOK 24 CTPAHUUA CMUCKA MOMB3OBATESIEM cvvvcieeiisieeeiesee e tee s esses e eessssesessss st sese s ssesesensssesessnsssssanes 28
PNCYHOK 25 CTPAHMUA CO3OAHNA MONB3OBATESI iiiiieieriesesesesestesesessessessesessessesssssssssssessessessessssssssessssens 28
PUCYHOK 26 CTPAHMUA CMUCKA KJTKOYEN JOCTYMA ONA MOSTb3OBATENIH woviiereeereeereseeeereeereseseseesesseneenes 29
PUCYHOK 27 CTPAHULA CO3OAHNS KITKOUA LOCTY A ueuiireeteteereseetesesesseesesessssesessssssesessssssesessnsssssessnsssesessnsssns 29
PNCYHOK 28 MPOBOOHUK MO JAHHDBIM B BAKETE c.eititieiesteetestestessessessessessessessessessssssssssssssessesssssessssssssssssessssses 30
mtrg CtpaHunua 3 n3 30



MHCTPYKLUMSA MO YCTAaHOBKE M HACTPOMKe peLleHns

1 AHHOTALMUA

HacTtoawmm [OKYMEHT OnucbiBaeT Npouenypy YCTaHOBKM U HACTPOWMKU
MHTPAaHeT-peLleHund Intry.
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2 BBEOEHUE

JaHHag MHCTPYKUMA npeaHasHayveHa a4 pa3BépThiBaHUSA pelueHunsa Intry ¢
ncnonb3oBaHuneM Docker (https://www.docker.com)

Iﬂtrg CtpaHunua 5 n3 30


https://www.docker.com/

MHCTPYKLUMSA MO YCTAaHOBKE M HACTPOMKe peLleHns

3 KOMIMOHEHTHI

Tabnnua 1 OCHOBHbIE KOMMOHEHTbI Intry

[\ HasBaHue NporpaMMHO Bepcus NCTOUYHUK
e

obecneuyeHu
e

1. LWnwo3 nginx 1.23 https://nginx.org/
2. Intry Ul Angular 1 https://angular.io/c
li
3. Intry API NET 6 https://github.com
/dotnet/aspnetcore
#Hreadme
4. Intry SSO Keycloak 21.1.1 https://www.keyclo
ak.org/
5. Intry Jobs NET 6 https://github.com
/dotnet/aspnetcore
#Hreadme
6. Intry Files MinlO RELEASE.202 | https://min.io/
3-04-07T0O5-
28-587
7. CyB PostgreSQL  15.2 https://www.postg
resqgl.org/
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4 NHTErPUPYEMbIE CUCTEMbI

Tabnuua 2 VIHTerpupyembie CUCTEMBbI

Ha3BaHue Ha3HaueHue

SMTP-cepBep

Mcnonb3yeTcsa onsa oTnpaBkn email-nucem.

Active Directory

Mcnonb3yeTca Kak OOuMH M3 MpoBanaepoB nOns
ayTeHTudukaumm. OnuUMoOHanbHO.

intry
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5 TEXHUWYECKUE TPEBOBAHUA

TpeboBaHMs K annapaTHbIM U MPOrPaMMHbIM XapaKTEPUCTUKAM ONpenensaTcs NCXOas
M3 KoNIMyecTBa OOHOBPEMEHHO AOeNCTBYIOLLMX Monb3oBaTeNnen, Mux cueHapuam
B3aMMOOENCTBUSA C peLleHMeM, a TakxKe TPpebOoBaHUM K OTKA30yCTONUMBOCTMW.

Hum>xe nprBeneHbl MMHMMAaNbHbIe TeXHMYEeCKMe TpeboBaHUsA AN padoTbl NpoaykKTa Intry
B Docker, uncno nonb3oBaTesien cUCTeMbl cocTaBngeTr He 6onee 100 yenoBek, 6e3
yyeTa OTKa3oyCTOMUYMBOCTMW.

5.1 TPEBOBAHWUS K OBOPYOOBAHUIO

Tabnmua 3 TpeboBaHMs K 060pYyAOBAHMIO

KOMMNOHEeHT LMY, anep o3y, Mb dunck, 'b
LLino3 0.1 512 20

Intry Ul 0.1 32 20

Intry API 0.5 1024 20

Intry SSO 1 1024 20

Intry Jobs 1 2048 20

Intry Files 2* 2048* 100*
cyb 2 2048 50

* - 3aBUCUT OT KOJIMYeCcTBa (hamioB 3arpy»XaeMbiX B CUCTEMY

5.2 TPEBOBAHUA K MPOrPAMMHOMY OBECIMEYEHUIO

B HacTodAwEen MHCTPYKUMM OMNepaLMoOHHOM CUCTEMOM XOCT-CepBepa SABASAEeTCS
Ubuntu 22.04.1 LTS https://releases.ubuntu.com/jammy/. Mpn Heo6xoaMMOCTH
MOXXHO  WCMOJIb30BaTh JIIOOYIO  OMEePALMOHHYIO  CUCTEMY, MNOAAEPXKUBAIOLLYIO
MHMPacTpPYKTYypy Docker https://docs.docker.com/engine/install/.

Tabnuua 4 TpeboBaHUS K MNPOrpaMmMHOMY obecrieyeHno

LLIno3 Nginx 1.23
Intry Ul Angular 11, intry-ui v-2648
Intry API .NET 6, intry-api v-2649
Intry SSO Keycloak 21.1.1
Intry Jobs .NET 6, intry-jobs v-2649
Intry Files MinlO RELEASE.2023-04-07T05-28-58Z7
CYb[, PostgreSQL 15.2
m'f‘J CtpaHuua 8 n3 30
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6 YCTAHOBKA KOMIMOHEHTOB

6.1 Cyb[J

HeobxoouM onsg xpaHeHus pensumMOoHHbIX OaHHbIX MPUIOMXEHUS.

[NepeMeHHble OKPYXKEHUS:

Ha3BaHue 3HaueHue OnucaHue
POSTGRESS_PASSW  <naponb> [Maponb CUCTEMHOIO NOJSIb30OBATENSA
ORD MPUNOXKEHUSA, NOL KOTOPbIM

npMNoXXeHne noagknovaeTcs K b

[MocnenoBaTeIbHOCTb AENCTBUN:

e YCTaHOBUTb OOKEP KOHTeMHep 13 obpasa https://hub.docker.com/ /postgres
e BktounTb KOHTEMHEP ¢ 06pa3oM B obLyto ceTb (docker network connect
intry postgres)

Mpumep:

docker run -d -p 5432:5432 --name postgres \
-e POSTGRES_PASSWORD=P@sswOrd \
postgres:15.2-alpine

6.2 INTRY FILES
Heobxooum onsg xpaHeHus 6UHapPHbIX AaHHbIX (hanfibl, BUOEO, N300 paxKeHNs).
Mcnonib3yeTcd nocsieaHada Bepcus.

Pa3sMep oncka n RAM CUNBHO 3aBUCUT OT NJIAHUPYEMOro ObLLEero KonyecTea
dhannoB 1 nx pasMepa.

[NepeMeHHble OKPYXKEHUS:

Ha3BaHune 3HaueHune OnucaHue

MINIO_ROOT_USER <CreHepupoBaTb> NMa CUCTEMHOIr O nMoJib3oBaTess
ONnda gocTyna K nHtepdency
MPUIOXKEHNS

MINIO_ROOT_PASSW | <CreHepupoBaTb> Maponb CUCTEMHOIO MNoJsib3oBaTeNs

ORD

MINIO_REGION us-east-1 Heob6xoouM oas HOPMabHOro

DYHKLUMOHUNPOBAHUS BUONTNOTEKN
AWS no pabote c S3-
COBMECTUMbIMU XPaHUINLLAMMU.

[MocnepoBaTeNbHOCTb AENCTBUN:

e YCTAHOBUTb JOKEp KOHTEeMHep 13 obpasa quay.io/minio/minio, MHCTPYKUUA
https://min.io/docs/minio/container/index.html.

m'“J CtpaHunua 9 n3 30
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e BkounTtb KOHTeMHep B obLyto ceTb (docker network connect intry minio)
Mpoumep:
docker run -d -p 9000:9000 -p 9090:9090 --user $(id -u):$(id -g) --name minio \
-e "MINIO_ROOT_USER=admin"” \
-e "MINIO_ROOT_PASSWORD=P@sswOrd" \
-e "MINIO_REGION=us-east-1" \

-v ${HOME}/minio/data:/data quay.io/minio/minio server /data --console-
address ":9090"

6.3 INTRY SSO

Heob6xoguMo onga obecrneyeHns ayTeHTUMdMKaLmMm nosb3oBaTenen.

[NepeMeHHble OKPYXKEHUS:

Ha3BaHue 3HaueHue OnucaHue

KEYCLOAK_ADMIN admin BcTpoeHHaqa yyéTHada 3anncb
aaMUMHUCTpaTopa SSO

KEYCLOAK_ADMIN_ | <naponb> Maposb BCTPOEHHOM YUETHOM

PASSWORD 3anncu agMMHUCTPATOPA

KC_DB postgres MpoBanpgep xpaHunuiia gna SSO,
mncnonblyetca PostgreSQL

KC_DB_URL_HOST postgres XocT

KC_DB_URL_PORT 5432 MopT, CTaHOAPTHbIN

KC_DB_URL_DATAB | keycloak HaseaHue B SSO

ASE

KC_DB_USERNAME keycloak_writer YyéTHasa 3anucb B SSO

KC_DB_PASSWORD <naponb> Maponb ona nogkntoyeHus K 6
SSO

MocnepoBaTeNbHOCTb OENCTBUN:

e YCTaHOBUTb JOKEP KOHTenHep n3 obpasa quay.io/keycloak/keycloak
COTrJTaCHO UHCTPYKUMK https://www.keycloak.org/getting-started/getting-
started-docker

e BktounTb KOHTEMHep B obLyto ceTb (docker network connect intry
keycloak)

Mpumep:

docker run -p 30003:8080 --name keycloak \
-e KEYCLOAK_ADMIN=admin \
-e KEYCLOAK_ADMIN_PASSWORD="el7b67t3HOCIDPqA4ZYp" \
-e PROXY_ADDRESS_FORWARDING=true \

Iﬂl’fg CtpaHuua 10 ns 30
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-e KC_PROXY=edge \

-e KC_DB=postgres \

-e KC_DB_URL_HOST=postgres \

-e KC_DB_URL_PORT=5432\

-e KC_DB_URL_DATABASE=keycloak \

-e KC_DB_USERNAME=postgres \

-e KC_DB_PASSWORD="T9swqGps5fzpGOWp5zey” \
-d quay.io/keycloak/keycloak:21.1.1 start

6.4 INTRY API

[NepeMeHHble OKPYXKEHUS:

Ha3BaHue

AuthConfiguration___

Authority

SwaggerConfiguratio

n__Authority
AWS__ BucketName
AWS__ ServiceURL

AWS __ AccessKey

AWS__ SecretKey

ASPNETCORE_ENVIR

ONMENT

ConnectionStrings__|

ntry

3HaueHue

<keycloak_url>/real
ms/intry
<keycloak_url>/real
ms/intry

intry

<minio_url>:9000
<KJlloY>

<cekpeTt>
Production

Host=postgres;Datab
ase=intry;Username=
postgres;Password=<
Password>;Port=543
2;

[MocnepoBaTeNbHOCTb AENCTBUN:

OnucaHue

AOBCOJIOTHAA CChlSIKa K CEPBUCY
ayTeHTuunKaumm.

ABOCOMIOTHAsA CCbIJIKa K CEPBUCY
ayTeHTuunkaumm.

Ha3BaHue 6akeTa. MOXXHO
N3MEHATb.

ABOCOMIOTHAsA CCbIJIKa K CEPBUCY
$3-COBMECTUMOro XpaHuWuLLa
Minio.

Kntoy yuyéTHom 3anmcu B Minio ans
BHYTPEHHUX KOMMYHUKALIUMA
Mexay APl n Minio

CekpeT yuéTtHomn 3anmcu B Minio
ONs BHYTPEHHUX KOMMYHUKALWMT
Mexay APl n Minio

[NepeMeHHasd, onpenenstoLLas TUM
OKpyXXeHunsa (MPoayKTUBHOE,
TECTOBOE)

Ctpoka nogkntoueHus kK b

e YCTaHOBUTb OOKEP KOHTeMHep 13 obpasa registry.intry.net:5000/intry-api:v-

2648

e Bknountb KOHTeMHep B o6Lyto ceTb (docker network connect intry intry-api)

Mpumep:

docker run -d -p 30001:80 --restart unless-stopped --name intry-api \

intry
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-e "ASPNETCORE_ENVIRONMENT= Production” \

-e
"ConnectionStrings__Intry"="Host=postgres;Database=intry;Username=postgres;
Password=P@sswOrd;Port=5432;" registry.intry.net:5000/intry-api:v-2646

6.5 INTRY Ul
NepeMeHHble OKPYXXEeHUA:
HasBaHue 3HaueHue OnucaHue
API_URL <ccblka Kk API> ADBCOIOTHAA CChIIKa K CEPBUCY
API.
AUTHORITY_URL <keycloak_url>/real ABCOMIOTHAA CCbIJIKa K CepPBUCY
ms/intry ayTeHTuhukaumn,

MocnepoBaTeNbHOCTb AENCTBUN:

e YCTaHOBUTb OOKEP KOHTeMHep 13 obpasa registry.intry.net:5000/intry-ui:v-

2647
e BkounTtb KOHTeMHep B obwyto ceTb (docker network connect intry intry-
app)
Mpumep:

docker run -d -p 30000:80 --restart unless-stopped --name intry-ui \
-e "environment=pg"” registry.intry.net:5000/intry-ui:v-2648

6.6 LLUno3

MocnepoBaTeNbHOCTb OENCTBUN:

e YCTaHOBUTb JOKEP KOHTenHep n3 obpasa https://hub.docker.com/ /nginx
o Bkntountb KOHTenHep B obulyto ceTb (docker network connect intry nginx)

Mpumep:

docker run -d -p 80:80 -p 443:443 --privileged --restart unless-stopped --name
nginx \

-v ./nginx/conf/:/etc/nginx/conf.d/:ro \

-v ./certbot/www:/var/www/certbot/:ro \

nginx

MpumeyaHus:

o B pamkax pa3BépTbIBaHUS MpearnosiaraeTcsa ncrosib3oBaHne certbot ansa
nosy4yeHus cepTnghunkaToB asda gocTtyna no https.

e [lybiMKaumnsa cepBMcoB rno HebelornacHoMy rnpoTokosy http He
paccMaTpuBaeTcs B AaHHOM MHCTPYKUMN.

e Ecnu mMeroTCcs yXKe BbinyLleHHble COOCTBEHHbIE CEPTUDUKATbI, TO MOXKHO
MCMNoO/Ib30BaTh MX W MNPOMNYCTUTb Lari A1 BbifyCKa cepTugmnkaToB letsencrypt
yepe3s certbot.
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6.7 INTRY JOBS
[NepeMeHHble OKPYXKEHUS:

Ha3BaHue 3HaueHue OnucaHue

ConnectionStrings__ | | Host=postgres;Datab @ Ctpoka nogkntodeHunsa Kk B/
ntry ase=intry;Username=

postgres;Password=<
Password>;Port=543

2;
ASPNETCORE_ENVIR | Production NMepeMeHHasda, onpenensoLLasa TUnM
ONMENT OKpY>XeHus (MpoaykKTUBHOE,

TecToBoe€)

MNocnepgoBaTebHOCTb OENCTBUN:

e YCTaHOBUTb OOKEP KOHTEeMHep 13 obpasa registry.intry.net:5000/intry-jobs:v-

2649
e BkounTb KOHTEMHep B 0bLyto ceTb (docker network connect intry intry-
jobs)
Mpumep:

docker run -d -p 30004:80 --restart unless-stopped --name intry-jobs \
-e "ASPNETCORE_ENVIRONMENT= Production” \
-e

"ConnectionStrings__Intry”"="Host=postgres;Database=intry;Username=postgres;
Password=P@sswOrd;Port=5432;" registry.intry.net:5000/intry-jobs:v-2649
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/ HACTPOWMKA MAPAMETPOB

7.1 HACTPOMKA INTRY SSO (KEYCLOAK)

Onsa cepBuca eguHoro Bxopa (Single Sign-On) He06Xx0OMMO BbIMOJIHUTb
rnepBoOHayasibHble HACTPOWKMN.

1. Co3paTtb Realm
B BbiMmapatoLLeM MeHto HaxkaTb KHoMKy «Create realmy.

= EKEYCLO ® admin ~ .

master - master realm

s e
Create Realm
Server info Profile

Realm roles Version Enabled features @
Users 21 . ®
Product Disabled features
Groups Default ACCOUNTS3 | Experimental ADMIN_FINE_GRAINED_AUTHZ  Preview CLIENT_SECRET_ROTATION ' Preview
Sessions DECLARATIVE_USER_PROFILE ' Preview DOCKER ' Supported DYNAMIC_SCOPES | Experimental FIPS | Supported
Memory
Events MAP_STORAGE | Experimental OPENSHIFT_INTEGRATION = Preview RECOVERY_CODES  Preview SCRIPTS  Preview
Total memory
. TOKEN_EXCHANGE  Preview UPDATE_EMAIL Preview
512MB
Configure Free memory
449 MB

Realm settings

Used memory

Authentication 62 M8

Identity providers

User federation

PucyHok 1 CozngaHne Realm (okpy»KeHus)

Ha cTpaHuue co3paHusa realm ykasaTb Ha3BaHue (intry) v nepenBuHyTb
nepekntoyatens B Enabled.
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&~ @] https://auth.intry.net/admin/master/console/#/master/add-realm

= {EKEYCLC

master

Create realm

A realm manages a set of users, credentials, roles, and groups. A user belongs to and logs into a realm. Realms are isolated from one another and can o
users that they control.

Resource file Drag a file here or browse to upload Browse... Clear

1

Upload a JSON file

Realm name * intry

Enabled o On

Cancel

PucyHok 2 CtpaHuua co3gaHusa Realm (OkpyxxeHus)
Co3paHHbIM Realm 6ypneT oTo6paXkaTbCH B BblMagatoLLeM MeHIo.
= @IKEYCLO ® i S ‘

intry

intry

intry

Users

If you want to leave this page and manage this realm, please k the corresponding

Groups y 9 9 9
enu items in the left navigation bar

Sessions

Events

Configure
Realm settings

Authentication

Identity providers

User federation

PucyHok 3 CTpaHuLa co3naHHoro Realm
2. CO3,D,aTb N HACTPOUTb KITMEHT

Ons 3Toro Heo6xo0aMMO nNepenTn Ha cTpaHmyy Clients 1 TaM HaxkaTb Ha KHOMKY
Create client.
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uth.intry.net/admin/master/console/#/intry/clients

admin

) Clients

Clients are applications and services that can request authentication of a user. n more &

Manage

. Clientslist | Initial access token | Client registration
Clients

Client scopes Q, search for client > Import client 1-7 -

Realm roles

Client ID Name Type Description Home URL
Users
ount S${client_account} OpenlD Connect  — uth.intry ealms/intry, H
Groups
ount-console ${client_account-consolel OpenlD Connect ~ — [fauth.intry.net/realms/ir H
Sessions
${elient_admin-clif OpeniD Connect  — - H
Events
S{client_broker} OpenlD Connect ~ — - H
intry_spa intry_spa OpenlD Connect - - H
Configure
realm- nt ${client_realm-management} OpenlD Connect = - H

Realm settings

${client_security-admin-console} OpenlD Connect -

Authentication

Identity providers

1-7 ~

User federation

PucyHok 4 Crincok kamneHToB A8 realm Intry

@AKEYCL ® admin + .

> Create client
intry

Create client

Manage Clients are applications and services that can request authentication of a user.

Clients.

Client scopes

al

ings Client type OpenlD Connect -
Realm roles
2 lity config
Users ClientID * @ intry_spa
3 Loginsettings
Groups
Name @ intry_spa
Sessions
Events Description @ KnueHT Ana ¢poHTeHAaa Intry
4
Configure
Always display in Ul @ C’

Realm settings

hentication

Identity providers

User federation

Next Back Cancel

PucyHok 5 Co3naHune knneHTa intry_spa B realm Intry (ctp 1)
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= @EKEYCLO ® i .

N Clients > Create client
intry
Create client

Manage Clients are applications and services that can request authentication of a user

Clients.

Client scopes
B 1 General Settings Client authentication & o on

Realm roles R
@ covaviycong arosion© (D)

Users
3 Login settings
Authentication flow Standard flow Direct access grants
Groups = <] g <]
Sessions | Implicit flow @ Service accounts roles @
Events QAuth 2.0 Device Authorization Grant ®

OIDC CIBA Grant @
Configure

Realm settings

Authentication

Identity providers

User federation

Cancel

PucyHok 6 CosnaHune kamneHTa intry_spa B realm Intry (cTp 2)
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@EKEYCLC ® i < .

Clients > Create dlient

Create client

Manage Clients are applications and services that can request authentication of a user.
Clients
Client scopes: . )
I General Settings RootURL ®
Realm roles
2 Capability config
Users Home URL @
Groups
Valid redirect URIs @ https://<ui-url>/silent-renew.html e
Sessions
https;//<ui-url>/auth-callback e
Events
https;//<api-url>/swagger/oauth2-redirect html e
https:/ <api-url>/signin-oidc (-]
Configure
© Add valid redirect URIs
Realm settings
Authentication Valid post logout https;//<ui-url> e
redirect URs @
X . @ Add valid post logout redirect URIs
Identity providers ?
User federation Web origine © ; °

PucyHok 7 Co3gaHue KaneHTa intry_spa B realm Intry (cTp 3)
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AKEYCL

intry

Manage
Clients.
Client scopes
Realm roles
Users
Groups
Sessions

Events

Configure
Realm settings
Authentication
Identity providers

User federation

ts > Client details

intry_spa  openip con

Clients are applications and services that can request authentication of a user.

Settings =~ Keys = Credentials =~ Roles = Clientscopes | Sessions = Advanced
General Settings
ClientID * ® intry_spa
Name @ intry_spa
Description & KnueHT Ana poHTeHna Intry

Always display in Ul & 0 Off
Access settings

Root URL @

Home URL

Valid redirect URIs https;//pg-app.intry.net/silent-renew.html -]
https://pg-api.intry.net/swaggerfoauth2-redirect html -]
https.//pg-api.intry.net/signin-oidc Q
https;/pg-app.intry.net/auth-callback (-]

© Add valid redirect URIs

Valid post logout https;//pg-app.intry.net (-]

redirect URIs @

© Add valid post logout redirect URIs
Web origins & . Q@

O Ade

igins

AdminURL ®

PucyHok 8 CTpaHuLa peaakTUpoBaHMs CO3AaHHOro KIMeHTa intry_spa

intry

o Enabled

Jump to section

General Settings

Capability config

Login settings

Logout settings

admin  ~

6]

Action

CtpaHuua 19 n3 30
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@EKEYCLC ® < .

Client scopes

Client scopes are a common set of protocol mappers and roles that are shared between multiple dlients. ~ Learn more [

cope > Create clientscope IS IENe SN H 1-10 - >

Name Assigned type Protocol Display order Description

Manage

Clients

Y Name > Q Sear

Client scopes

Realm roles

Users

Default - OpenlD Connect - OpenlD Connect scope for add acr (authentication cor

to the token H

Groups

Optienal ¥ OpenlD Connect - OpeniD Connect built-in scope: address H
Sessions
email Default  »  OpenlD Connect - OpeniD Connect built-in scope: email H
Events e —
microprofile-jwt  Optional ¥ OpenID Connect - Microprofile - JWT built-in scope H
Configure
Optional = OpenID Connect - OpenlD Connect built-in scope: offline_access H

Realm settings

o al - - nect - o built-in scope: phor H
Authentication Optional OpeniD Connec OpenlD Connect built-in scope: phone H
Identity providers Default v  OpeniD Connect - OpenlD Connact built-in scope: profile H
User federation
Default = samL - SAML role list H
Default ~ w  OpenlD Connect - OpenlD Connect scope for add user roles to the access token H
1-10 - >

PucyHok 9 CtpaHuua client scopes

@AKEYCLC ® admin v .

s » Create client scope

intry
Create client scope

Manage

Clients
Name * @ intry_api

Client scopes

D« ti
Realm roles escription @

Users

Type @ None -
Groups
C -
Sessions Protocol @ OpenlD Connect
Events Display on consent o on
screen @
Configure
Consent screen text
Realm settings @ 4
thentication Include intokenscope @) on
@

Identity providers

User federation Display Order @

Save Cancel

PucyHok 10 CTpaHuua cosgaHus client scope
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= @EKEYCLO ® mnr < .

¥y Client scopes

Client scopes are a common set of protocol mappers and roles that are shared between multiple clients.  Learn more [

Manage

Clients Y Name v Q Searchfor clientscope =~ > Create clientscope RSN TR R, H 1-10 « >

Client scopes

T Name Assigned type Protocol Display order Description
Users ac Default =  OpenlD Connect - OpenlD Connect scope for add acr (authentication context class reference) to the token
Groups
2 address Optional ¥ OpenlD Connect - OpenlD Connect built-in scope: address
Sessions
email Default v  OpenlD Connect - OpenlD Connect built-in scope: email
Events —
intry_api None w  OpenlD Connect - -
Configure
microprofilejwt  Optional ¥ OpenID Connect - Microprofile - JWT built-in scope
Realm settings S —
Authentication offline_acces Optional ~w  OpeniD Connect - OpeniD Connect built-in scope: offline_access
Identity providers phone Optional = OpenID Connect - OpenID Connect built-in scope: phone
User federation
profile Default ~ ~  OpeniD Connect - OpeniD Connect built-in scope: profile
role_list Default v  SAML - SAML role list

roles Default - OpenlD Connect - OpenlD Connect scope for add user roles to the access token

PucyHok 11 CTpaHuua cnimcka client scopes nocae cosgaHus intry_api

Onsa co3paHHoro Client Scope nop Ha3BaHMeM intry_api Heo6xoaMMo co3aaTb
nPEMBSA3KY K audience. 2To aBngeTca Heo6XooMMomn 3aLLMTOM KnmneHTa n APl - TOKeH
BblOaHHbIM CepBUCOM ByaeT BanmaeH Tonbko anga API.

= @IKEYCLO ® admin .

Client scopes > Client scope details
intry

intry_api scton -

Manage

Clients Settings Mappers Scope

Client scopes
p Q Search for mappe El /dd mapper  ~ -1~

Realm roles
Users Name Category Type Priority
Groups

Sessions

Events

Configure
Realm settings

Authentication

Identity providers

User federation

PucyHok 12 CtpaHuua client scope intry_api

Mpn HaxxaTum «Add mapper» 6yageT OTKPbITO BCMJ/biBatoLLIee OKHO CO34aHMNs
KOHMUIypaLmm NpuUBA3KM ONs co3gaHHOro client scope.
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Configure a new mapper

Choose any of the mappings from this table

Name

Allowed Web Origins

Audience

Audience Resolve

Authentication Context Class Reference (ACR)

Claims parameter Token

Claims parameter with value ID Token

Group Membership
Hardeoded claim
Hardcoded Role

Pairwise subject identifier

Role Name Mapper

User Address

User Attribute

User Client Role

User Property

User Realm Role
User Session Note

User's full name

Description

Adds all allowed web origins to the ‘allowed-origins’ claim
in the token

Add specified audience to the audience (aud) field of
token

Adds all client_ids of "allowed" clients to the audience field
of the token. Allowed client means the client for which user

has at least one client role

Maps the achieved LoA {Level of Authentication) to the
“acr’ claim of the token

Claims specified by Claims parameter are put into tokens.

Claims specified by Claims parameter wiith value are put
into an ID token.

Map user group membership
Hardeode a claim into the token.

Hardcode a role into the access token

Calculates a pairwise subject identifier using a salted sha-
256 hash. See OpenlD Connect specification for more info

about pairwise subject identifiers.

Map an assigned role to a new name or position in the
token.

Maps user address attributes (street, locality, region,
postal_code, and country) to the OpenlD Connect
‘address’ claim

Map a custom user attribute to a token claim

Map a user client role to a token claim.

Map a built in user property (email, firstName, lastName)
to a token claim.

Map a user realm role to a token claim
Map a custom user session note to a token claim

Maps the user's first and last name to the OpenlD
Connect ‘name’ claim. Format s <first> + ' + <last

PucyHok 13 CTpaHuLa BbIbopa Tvna KoOHpurypupoBaHumsa aasa client scope intry_api

Heo6xoaoMMo 3ano/IHUTb KaK Ha KapTUHKE HMxXKe. BaXKHbIM MOMeHT - 3To noJse Included
Custom Audience, B Hero Heo6xoanMo BHECTM 3HadeHune intry_api.

= @AKEYCL ® e o .

Clientscopes > Client sce

s > Mapper details

Add mapper

[y— If you want more fine-grain control, you can create protocol mapper on this client
Clients
Client scopes Mapper type Audience
Realm roles
Name * @ intry_api_aud
Users
Groups Included Client .
Audience @
Sessions
Events Included Custom intry_api
Audience @
Configure Add to ID token @ o o

Realm settings

Addtoaccesstoken © (@D on

Authentication

Identity providers

Save Cancel

User federation
PucyHok 14 CTpaHuLia KOHhUrypupoBaHumsa rnpuBsaskm Audience ansa client scope intry_api
3aTteM Heo6xoaMMo 0o6aBMTb CO3OaHHbINM U HAaCTPOEeHHbIN client scope intry_api B

KNneHT intry_spa. 370 BbinonHaeTca Ha Bkiagke Client scopes Ha cTpaHuue
OTOOpaxKeHns KNMeHTa intry_spa.
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= @EKEYCL ® it = .

Clients > Client details
intry_spa  openid Connect @ cenebled Action
Manage Clients are applications and services that can request authentication of a user.

Clients, —
Settings Keys Credentials Roles Client scopes Sessions Advanced

Client scopes

Setup Evaluate

Realm roles
Users Y Name ~ Q search by name > Add client scope Changetypeto v H 1-10 - >
Groups
Assigned client scope Assigned type Description
Sessions
intry_spa-dedicated none - Dedicated scope and mappers for this client H
Events
acr Default - OpenlD Connect scope for add acr (authentication context class reference) to the token H
Configure
address Optional - ©OpenlD Connect built-in scope: address H
Realm settings
Authentication email Default - ©OpenlD Connect built-in scope: email H
Identity providers microprofile-jwt Optional - Microprofile - JWT built-in scope H
User federation
offiine_access Optional ~  OpenlD Connect built-in scope: offiine_access H
phone Optional - OpenlD Connect built-in scope: phone H
profile Default - OpenlD Connect built-in scope: profile H
roles Default - OpenlD Connect scope for add user roles to the access token H

1-10 ~ >

PucyHok 15 [lo6baBneHune scope intry_api B KnMeHT intry_spa (puc 1)

Mocne HaxaTua kHomnku «Add client scope», BO BCMJ/bIBalOLLEM OKHe HEO6X0OMMO
nob6aBuUTb TpebyeMbin scope - intry_api.

Add client scopes to intry_spa

T Name « Q Sear

Y Name Protocol Description

o) intry_ap OpenlD Connect

Default

Optional

PucyHok 16 [Jo6aBreHune scope intry_api B KINeHT intry_spa (puc 2)
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Jo6aBneHHbIN scope intry_api o6a3aTenbHO 6yaeT oTo6pa)KaTbCa HA CTPaHuLe
CMMCKa scope anga knneHTa intry_spa.

= @AEKEYCLO ® admin = .

Clients > Client details

intry
intry_spa | openiD Connect o Enabled @ Action ~

Manage Clients are applications and services that can request authentication of a user.
Clients.  EEE—

Settings = Keys | Credentials = Roles = Clientscopes = Sessions = Advanced
Client scopes

Setup  Evaluate
Realm roles
Users Y Name ~  Q Search by name > Add client scope Change typeto  ~ H 1-10 - >
Groups

Assigned client scope Assigned type Description
Sessions

none - Dedicated scope and mappers for this client

Events

aer Default - OpenlD Connect scope for add acr (authentication context class reference) to the token
Configure

address Optional - OpenID Connect built-in scope: address
Realm settings
Authentication email Default - OpenlID Connect built-in scope: ema
\dentity providers ° intry_api Default -
User federation

microprofile-jwt Optional - Microprofile - JWT built-in scope

offine_access Optional - OpeniD Connect built-in scope: offiine_access

phone Optional - OpenID Connect built-in scope: phone

profile Default - OpenlID Connect built-in scope: profile

roles Default - OpenlID Connect scope for add user roles to the access token

PucyHok 17 [Job6aBrieHHbIVi SCOpe B CINCKe
3. Oo6aBneHune nogknoueHus K Active Directory (OnumMoHanbHO)

Mpn Hannuum cnyx6 Active Directory B KOMNaHnm, N0 Ntobon MHOW CNy>XKObl
anpekTopuin, nogaepxmeatowimx LDAP npoToOKon, BO3MOXXHO MOAKIIOUNTb
degepaunto oNnd CUHXPOHM3aLMKM OAaHHbIX MO MNOJb30BaTENAM.

= EKEYCLO ® admin ~ .

intry User federation
User federation provides access to external databases and directories, such as LDAP and Active Directory. Learn more £

Manage
Add new provider ~ Manage priorities
Clients
Client scopes Kerberos
Realm roles LDAP
Users
Groups
Sessions

Events

Configure

Realm settings

Authentication
Identity providers

User federation

PucyHok 18 Co3gaHune noakodyeHmns kK Active Directory
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Monb3oBaTenn, CUHXPOHMU3NPOBaAHHbIE M3 LDAP, cMOryT BXoauTb Ha nopTtan 6e3
OOMNOJIHUTENIbHbIX HACTPOEK M CO30aHUSA UX BPYUHYIO.

Ha cTtpaHunue cospaHua LDAP nogkntoueHns 3anofIHA0TCA HeOOXoauMble mapamMeTpsbl.
MPOTOKONbI NCMOMb3YIOTCA CTaHOAPTHbIE, MO3TOMY NPUMEPbl HACTPOMKN MOXKHO
HanTKn B o6LLEM OOCTYyNe, B TOM UMCSIe M HA CanTe Open source NnocTaBLLUMKaA
(https://www.keycloak.org/documentation.html).

PaGounin npuMep, TakKe, YKa3aH HMXKE Ha CKPUHLLIOTAX.

= @IKEYCLC ® amin (@)
- User federation > Add LDAP provider

intry

Add LDAP provider
Manage
Clients
Client scopes General options Jump to section
Realm roles Uldisplay name © & dap )
General options

Users
Groups Vendor * @ Active Directory M Connection and authentication settings

Sessions . .
LDAP searching and updating

Events

. P . Synchronization settings
Connection and authentication settings

Configure

Ker integratio
. ConnectionURL © @ LDAPy//<domain>:389
- Cache settir
Authentication EnableStartTls © () off
Identity providers Advanced settings

Use Truststore SP1 3 Only for Idaps -

Connection pooling @ 0 off

Connection timeout

User federation

(6]
Test connection
Bind type * @ simple -
BindDN * @ adminCN=keycloak,OU=serviceaccounts DC=intry,DC=local
Bind credentials © ()  seeeeeeeseesneneens ©

| Test authentication ‘

PucyHok 19 CtpaHuua HacTponiku LDAP noaknoyeHmns (4acTbl)
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= @EKEYCLO ® admin ~ .

Jump to section

intry

LDAP searching and updating

Manage General op
Edit mode * ® READ_ONLY - 7
Clients
Connection and authentication settings
Client scopes Users DN * @ OU=Employees, DC=intry,DC=local
Realm roles LD rching and updating
Username LDAP sAMAccountName
Users attribute * @ ~
Synchronization s
Groups
RDN LDAP attribute * cn
tio
Sessions ® '
Events
UUID LDAP attribute objectGUID
@
Configure
User object classes person, organizationalPerson, user
Realm settings @

Authentication
User LDAP filter @

Identity providers

User federati Search scope @ Subtree -

Read timeout @

Pagination @ c on

Synchronization settings

Import users @ c on

SyncRegistrations © (@) on

Batchsize @

Periodic full sync & a Off
Periodic changed 0 Off

users sync @

PucyHok 20 CTpaHuua HacTporkn LDAP nogkoueHuns (4acTb2)

MNocne po6aeneHna LDAP npoBangepa - oH 6ygeT oTobpa)KaTbCa Ha cTpaHuue User
federation.

= @EKEYCLO ® o < .

Lty User federation

User federation provides access to external databases and directories, such as LDAP and Active Directory. Learn more [

Manage
Add new provider « Mana
Clients

Client scopes

riorities

Realm roles Idap demo users H Idap employees
Users
s Ldap | Enabled Ldap  Enabled

Sessions

Events

Configure

Realm settings

Authentication
Identity providers

User federation

PucyHok 21 [JobaBneHbie LDAP nogk/itoueHns B hegepanmnm nosib3oBatesien
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7.2 HACTPOMKA LWJTIO3A (NGINX)
Ons ycnewHoro MapLpyTm3aumsa 3anpocoB HeoOX04MMO BbINMOHUTb HACTPOWKU ONK
CNyX6bl NginX.

1. Heo6xoomMMO CKOMUPOBaTb HACTPOMKM OJ19 CaUTOB B nanky /nginx/conf
2. BbInyCcTUTb SSl-cepTUdUKaT WM UCNONb30BaTb UMEIOLLMNCH

7.3 HACTPOUKA INTRY FILES (MINIO)

0nsa BbINONHEHUS HACTPOEK HEOOXOOMMO NepenTn Ha canT MinlO. INo yMonYaHuo 31O
<minio_url>:9090

7.3.1 Co3paHue bakeTa
Hanee cnegyeTt co3paTb 6akeT M Ha3BaTb ero intry.

Ons atoro Heo6xoamMo HaxkaTb «Create bucket»

OBJECT STORE Object Browser
EE® License

User

(&) Object Browser
&

E Buckets

MinlO uses buckets to organize objects. A bucket is similar to a folder or directory in a filesystem, where each
bucket can hold an arbitrary number of objects.

Administrator .
To get started, Create a Bucket

)

PucyHok 22 CTpaHuua co3gaHms bakeTta

Ha cnepytowen ctpaHuue BeBecTn B BucketName 3HaueHme «intry», BKoUnTb
BEPCUOHHOCTb U HaxkaTb «Create bucket».

OBJECT STORE « Buckets
EE® License

Object Browser
i & create Bucket & Buckets

MinlO uses buckets to organize objects. A bucket is
Bucket Name® intry similar to a folder or directory in a filesystem, where each

bucket can hold an arbitrary number of objects
Administrator Versioning allows to keep multiple versions of the same
object under the same key.

Features

Vi i ON
fersioning — Object Locking prevents objects from being deleted.

Object Locking OFF Required to support retention and legal hold. Can only be
enabled at bucket creation.

Quota OFF
) Quota limits the amount of data in the bucket.
Retention OFF
— Retention imposes rules to prevent object deletion for a
‘ Clear | period of time. Versioning must be enabled in order to set

bucket retention policies.
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PucyHok 23 CTpaHuuia co3gaHHoOro baketa

7.3.2 Co3paHue Kiouen aocrtyna

MounnoxeHune API nogkntodaetca K MinlO no 2000 nopTy € MCNO/b30BaHNEM
access_key_id u secret_access_key, UTo 9BNgeTCA TUMUUYHbIMU MOOK/TIOYEHUNEM K S3-
COBMECTUMOTY XPaHWUNLLLY.

Koy gocTyna MOXHO CcO30aTb r1o6anbHO MO0 MPUBA3AHHBIMU K KOHKPETHOMY
rnosib3oBaTesto. Mbl peKoMeHAyeM co30aTb «CUCTEMHOTO MOJIb30BaTENSA», BblAaTb eMy
MpaBa 1 3aTeM CreHepunpOBaTb KJIHOU.

OBJECT STORE Users
ZEI® License

Q Create User +

o
& Users

A MinlO user consists of a unique access key (username) and corresponding secret key (password). Clients must
authenticate their identity by specifying both a valid access key (username) and the corresponding secret key
(password) of an existing MinlO user.

Administrator Groups provide a simplified method for managing shared permissions among users with common access patterns
and workloads.

Users inherit access permissions to data and resources through the groups they belong to.

] MinlO uses Policy-Based Access Control (PBAC) to define the authorized actions and resources to which an
authenticated user has access. Each policy describes one or more actions and conditions that outline the

Identity - permissions of a user or group of users.

Each user can access only those resources and operations which are explicitly granted by the built-in role. MinlO
denies access to any other resource or action by default.

To get started, Create a User.

PucyHok 24 CTpaHuua CrivcKka rnosib3oBaTesien

Ha cTpaHuue co3paHusa nonb3oBaTend ykasaTtb User Name (uma), Password (naposb)
M OTMeTUTb NpaBa readwrite.

OBJECT STORE « Users
EE® LicensE

Create User © Learn more about the Users feature

AMinlO user consists of a unique access key (username) and
User Name system_user corresponding secret key (password). Clients must authenticate
their identity by specifying both a valid access key (username) and
the corresponding secret key (password) of an existing MinlO user.

Password eeerreanieiinanienn e
Administrator Each user can have one or more assigned policies that explicitly list
Assign Policies Start typing o search for a P¢ Q the actiens and resources to which that user has access. Users can
g s also inherit policies from the groups in which they have membership.
Select Policy

]
consoleAdmin

Identity

diagnostics
readonly

readwrite

No Groups Available

save

PucyHok 25 CTpaHuua co3aaHus nosb30BaTesis

Nocne co3gaHna Nonb3oBaTens HeobXoanMO B HEro NepenTn 1 BolbpaTb Service
Accounts. Ha paHHoW cTpaHuue HaxaTb Create Access Key.
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MHCTPYKLUMSA MO YCTAaHOBKE M HACTPOMKe peLleHns

OBJECT STORE “ Users

8 system_user User Status: Enabled | a ‘ | V. ‘
Groups

Access Keys Create Access Key +
Service Accounts There are no Access Keys yet.

Administrator

Policies

-]

Identity

) Users

PucyHok 26 CTpaHuUa CrncKa Kardenm gocTyna A8 rnosib3oBaTesis

KoY U ceKpeT CreHepupyoTca aBToMaTUYeckn. Mx Heo6xoomMo 6yaeT 3anmcaTh, T.
K. CeKpeT Nnocsie Co30aHns MOCMOTPETb HEBO3MOXHO.

« User Details - system_user

OBJECT STORE
EE® LicENsE

Create Access Key for system_user
@ Learn more about Access Keys

’ &3 o

Access Key 7MkfNAEA497IWQtW
Access Keys inherit the policies explicitly attached to the parent
e user, and the policies attached to each group in which the parent
fdniistrator SecretKey ~ ssesesssssssssesssesssesessseses ° s i S
@ Restrict beyond user policy ® OFF P Assign Custom Credentials

access are , and provided by
default. You may use your own custom Access Key and Secret Key
Sler ‘ by replacing the default values. After creation of any Access Key,
you will be given the opportunity to view and download the account
credentials.

Access Keys support programmatic access by applications. You
cannot use a Access Key to log into the MinlO Console.

@ Assign Access Po

You can specify an optional JSON-formatted 1AM policy to further
restrict Access Key access to a subset of the actions and resources
explicitly allowed for the parent user. Additional access beyond that
of the parent user cannot be implemented through these policies.

You cannot modify the optional Access Key IAM policy after saving.

PucyHok 27 CTpaHuLa co3aaHus Karya JOCTyna

B panbHemwweM MOXXHO NMPoCMaTPMBaTb U aAMUHUCTPUPOBATL hanbl Yepe3 JaHHbIN
MHTepddenc.
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MHCTPYKLUMSA MO YCTAaHOBKE M HACTPOMKe peLleHns

OBJECT STORE + Object Browser
EED® LicensE

E intry

(8) Object Browser

« Name Last Modified

Administrator awardlcon

commentAttachment
commentMediaAttachment
file

gallery

groupPhoto
deahttachment
mediaAttachment
uploadFile

userPhoto

Subscription

PucyHok 28 lNpoBoOAHWK MO AaHHbIM B 6aKeTe

intry

Size
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